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LSB Steganography 
• The simplest and popular image steganographic 

method is the least significant bit (LSB) substitution. 
• It embeds messages into cover image by replacing 

the least significant bits directly. 
• The hiding capacity can be increased by using up to 

4 least significant bits (one each for Red, Green, 
Blue, and Alpha color channels, respectively) in each 
pixel. 

• It has a common weak point, the LSB value changes 
alter most images statistically to some extent.
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LSB Steganography
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Rise in the Usage of Steganography for Malware

• Microcin, alias Six Little Monkeys
• NetTraveler
• Zberp
• Enfal, and version with new loader called Zero.T
• Shamoon
• KinS
• ZeusVM
• Triton, alias Fibbit
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Various Malware Using Steganography
• AdGholas – this malware hides malicious JavaScript in image, text, and HTML files
• Cerber – embeds malicious code in image files
• DNSChanger – uses PNG LSBs to hide malware AES encryption key
• Stegano – PNG formatted banner ads containing malicious code
• Stegoloadr (aka ‘Lurk’) – this malware uses both steganography and cryptography 

to conceal an encrypted URL to deliver later stage payloads
• Sundown – white PNG files are used to conceal exploit code or exfiltrate user data
• SyncCrypt – ransomware that hides part of its core code in image files
• TeslaCrypt – HTML comment tags in an HTTP 404 error page contain C2 server 

commands
• Vawtrak (aka ‘Neverquest’) – hides a URL in the LSBs of favicons in order to 

download a malicious payload
• VeryMal – malware targets macOS users with malicious javascript embedded in 

white bar
• Zbot – appends data to the end of a JPEG file containing hidden data
• ZeroT – Chinese malware that uses steganography to hide malware in an image of 

Britney Spears
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Hiding Code Inside Images: 
How Malware Uses Steganography



7

CounterSteg v1.0
http://199.175.52.196/CounterSteg/
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Places to find non-payload 
(also known as a “cover”) image:

• Suspect hard drive filesystems
• Suspect removable USB drives
• Suspect cameras and mobile devices
• Suspect CDs and DVDs
• Local email inboxes/outboxes
• Cloud email inboxes/outboxes
• Recent web search and browser histories
• Google image searches
• Network attached storage devices
• Employment computers and networks
• Recycle bins
• Deleted files removed from recycle bins
• Online photo galleries
• Personal and business associates’ files as listed above
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Results Using Various Steganographic Programs 
for Experimentation and Analysis

• Steganography Online - http://stylesuxx.github.io/steganography/
• StegoShare - http://stegoshare.sourceforge.net/
• Geocaching Toolbox - 

https://www.geocachingtoolbox.com/index.php?page=steganography
• DevFarmSteganography - https://devfarm.it/steganography/
• f5stego.js - http://desudesutalk.github.io/f5stegojs/
• BitCrypt - http://bitcrypt.moshe-szweizer.com/
• OpenPuff - 

http://embeddedsw.net/OpenPuff_Steganography_Home.html
• OpenStego - https://www.openstego.com/index.html
• OTP-Steg - http://www.199.175.52.196.com/OTP-Steg/
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JFK Inauguration Speech
1,366 Words - 7,566 bytes – January 20, 1961
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Cover image taken with Nikon D90
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Analysis of cover image
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Contrast Adjustment
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Brightness Adjustment
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Gamma Adjustment
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The “Low”
• Steganography Online - 

http://stylesuxx.github.io/steganography/
• StegoShare - http://stegoshare.sourceforge.net/
• Geocaching Toolbox - 

https://www.geocachingtoolbox.com/index.php?page=steganography
• DevFarmSteganography - 

https://devfarm.it/steganography/
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Steganography Online
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• Text
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• Text
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StegoShare
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• Text
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Geocaching Toolbox
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Dev Farm Steganography
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• Text
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The “Mid”
• f5stego.js - 

http://desudesutalk.github.io/f5stegojs/
• BitCrypt - http://bitcrypt.moshe-szweizer.com/
• OpenPuff - 

http://embeddedsw.net/OpenPuff_Steganography_Home.html
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f5stego.js
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• Text
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BitCrypt
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• Text
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OpenPuff



45

• Text
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The “High”
• OpenStego - 

https://www.openstego.com/index.html
• OTP-Steg - 

http://www.199.175.52.196.com/OTP-Steg/
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OpenStego
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• Text
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OTP-Steg (One-Time-Pad Steg)
• Text

http://199.175.52.196/OTP-Steg/
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• Text
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Conclusion
• Positively detecting the use of steganography in 

digital image files currently generally results in 
an unreliable and inconclusive effort.

• Instead of performing statistical analysis to 
overall produce subjective results, if 
steganography is suspected, an investigator 
would be more effective in simply looking for the 
original image file for comparison.

• If malware is suspected, compare with similar 
images and examine for steganographic artifacts.
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